( /ISMARK) Asmark Security Vulnerability

Assessment (ASVA)

* Web based model

* Ranks, weighs factors specific to a retail facility

* Allows the retailer to answer questions online

* Final report, with recommended countermeasures
« Utilization of layers of protection

* Ways to improve site security in an incremental
fashion

* More informed decisions

« Effective implementation
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The Security Vulnerability Assessment (SVA) is
sponsored by the Agricultural Retailers Association
in cooperation with CropLife America and The
Fertilizer Institute working together on behalf of
industry as the Agribusiness Security Working
Group.

Milestones

* Aug 2002 Development began
* Jan 2003 Development completed and announced

* Feb 2003 Received Association Institute for Chemical
Engineering (AIChE)Center for Chemical
Process Safety Certification

 Mar 2003 Asmark donated
license to Agricultural
Retailers Association

* Apr 2003 Began Promotions




Milestones

» July 2003 Number of SVA’s reaches 1,000
» Sept 2003 Number of SVA’s exceeds 2,000

» State Associations

E

ral
©

* National Retail Groups

Goal : To exceed 3,000 locations by December 2003

How It Works

* Retailers nationwide contact their State Association
to register

* The State Association:

/
* registers each location

/> -
* assigns a login

 forwards instructions

* Retailers logon to Agricultural Retailers

Association’s website to perform SVA and provide
answers to 85 questions

*Retailers receive the final report upon submission
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The National Voice of Ag Retailers
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About ARA

Member Benefits

The Agricultural Retallers Association (ARA) is a non-profit trade
association representing the interests of retailers across the United
tes on legisiative and regulatory issues on Capitol Hill. As the
political voice of agricultural retallers, ARA not only represents its
membershin but also educates members on the political process and
important issues affecting the Industry.
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Welcome to the
Security Vulnerability Assessment

This Security Vulnerability Assessment is a tool for retail facilities and terminals to use
to identify and assess potential security threats, risks and vulnerabilities.

Click on "Stat" to proceed with your
Security Yulnerability Assessment.
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Click on "Back" on your
browser to go back
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5 @ # Registration of Sites

General guidelines

Each physical location must register

One original SVA report per site

* Login & password valid for one submission
* Price determined at time of registration

» States provide customer service
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Connect to www. asmark.com

This Security Al n H terminals to use
to identify and

You must supply a username and password

. User name: g 1110016
Click on "3 ;
Security Password: IELTITTT

[ Remember my passward

' Opening page http: /fvaw, asmark, comfsva

r-E:. ARAsYa.ppE. r_lﬂ:. eVA.pot
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Acceptance Agreement

By clicking on “l Accept™ | agree to review the questions thoroughly and select the answer that
most closely represents this facility. | understand the accuracy of the final Vulnerability
Assessment Report is only as good as the accuracy of the answers | provide. | understand the
information that | submit will be revi | by a third party for verification purposes. By
continuing, all users of this website feature certify they have read and accept the conditions as
stated above and release the providers of this service from any and all liability.
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‘ ‘ P The Asmark Security Vulnerahbility Assessment model has heen determined to B8
s meet the CCPS® security vulnerability assessment design criteria for conducting
THTT"

secUrity assessments.

CHIMACAL "-?C::
Please follow these steps to complete and produce your vulnerahility assessment:
Step 1.
“erify yaur facility information.
Step 2.

Answer the questions in this section to
priaritize the risk status of the facility.

Step 3.

Answer the questions in this section to
complete the vulnerahility assessment.

Step 4.

Review your answers for accuracy and print a
copy of the forrm with answers.
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Understanding the Questions

* Read the entire question
» Read all choices for each answer
* Must understand the question
« Answer honestly
N « Answer accurately

<2 Asmark - e¥h - Microsoft Internet Explorer g@g|
File Edit ‘“iew Favorites Tools Help ;"
- " = a » »
) \ ) = ) o
O . © %] 2 o 7 w @ 8 = Links
Back Stop Refresh Home Search  Favorites  Media Histary Tail Print
Address @j hiktp: f hansn, asmark, comycustarmers/products/evajeva. shtmli?I+Accept=I+Accept b ' Go
~
Step 1. Verify Your Facility Information
Business Name | Sample Farm Supply
Unit Humber | 444
Physical Address | 4941 Goetz Drive (e, 123 Main Street)
hiiling Addrezs | P Box 32 fex. PO Box 83
City | Owenshoro
State |
dp Code 42301
Fasilty Coordinator | John Doe
Dffiez Phone Number [0 goe qpes
Home Phone Mumber 2?0-925-4325l
v
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Step 2. Prioritize the Risk Status of the Facility -

Please review each of the following guestions carefully and provide an answer. Please answer all questions
that best describes this facility today.

1. Foar each ofthe following security-sensitive materials please enter the largest quantity stored on-site at
this facility at any one time during the pastyear. @ rome, emter 0

Ammanium nitrate l:lpounds
Aﬁh.ydmu.s.a}nm.gﬁié P .|:|puunds
Adu.a.am.m.oﬁa. R .|:|gamns
Diegéwua” ..|:|gamns
Gés‘u‘line”. ..I:lga”ons
NMC.ACM. T .|:|ga”0ns
Prapane g~ Gas) l:l gallons
Urea l:lpounds
In.hélétioﬁ Ha.zard ;;'ue.slic.id.e(.s) T .|:|pounds
Class 1 Poison(s) Oves O No
(Pesticide with “DangerFoison” signal word on l2hel.]

Class 1-9 Hazardous Material(s) O ves O No
iAs defined by DOT, 3ls0 aopear= on the shioping umit.)
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17. Please provide answers to best describe the location where anhydrous ammonia is stored in stationary )
storage tanks atthis facility. (Please srswereack guestion.)

Are anhydrous ammonia stationary tanks located on-site? ?

W fio, proceed to guestion 18) O Ves O Mo i
a.  Are all tanks located within a fenced area® Cves O Mo

b, Are all tanks egquipped with valve locks? O ves O Mo

c. Is an alarm system utilized? O ves O No

d.  Are securit-related additives utilized? O ves O Mo

18. Please provide answers to best describe the location where nurse wagons filled with anbydrous
ammaonia are stored at this facility. (ease answereack guestion.)

Are filled nurse wagons of ammonia stored on-sita?

f Ao, proceed to question 19) O ves O No

a. Are all nurse wagons located within a fenced area? O ves O Mo

b, Are all nurse wagons equipped with valve locks? O ves O Mo

c. Are all nurse wagons equipped with tire locks? O ves O Mo

d.  Are all fransfer hoses removed from tanks as an additional O ves O Mo

secutity measure?

g Are securit-related additives utilized? Cves O Mo v
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44. Does this facility have one or mare emplayees trained and cedified to the O ves O No
reguirements of OSHA 19101 20(i) Hazwoper?

45, Have employees at this facility participated in a security awareness raining () veg O Mo

program?

46. Does this facility verify the identity of all inspectors, auditars or other O Yes O Mo
unknown vigitors that are nat custamers?

47. Does this facility provide escorts for all visitors? O Yes O Mo
48. Does this facility provide escors for all contractors? O ves O Mo
49, Does this facility perform criminal background checks for all emplovees and () ves (O Mo
contractars? E]
50. |5 the main breaker for electric power for this facility located in a secure Oves O No
area?

51. Does this facility have awell-defined list of customers and actively tracks O ves O No
cutrent custamer information by obtaining credit references, pesticide
cettifications and licenses?
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83, Are all shipments of hazardous materials, as defined bythe DOT, secured () vag @ No
by locks, seals or other devices, or through the use of a properly trained and
gualified attendant?

g4, Does this facility require the signature of a respansible persan far O ves @ Mo
shipments of hazardous materials, as defined by the DOT, upon all
deliveries?

85

o

Dioes this facility take measures to confirm employment history, citizenship
or immigration status on job applicants for positions that involve access to
hazardous materials, as defined by the DOT?

[Welcome! | New Hire Kits | Feedback | E, H, & S Information | Products | Compliance Guidelines [Home |

2003 ABMARI, Inc.
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Department of Transportation
Hazardous Material Transportation
Regulations

The last 10 questions of the survey meet
the requirements of the DOT rule
published March 25, 2003.

U.5. Department of Transportation
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(] Congratulations, You are finished. The final Yulnerability Assessment Report For =
this Facility will be prepared, reviewed and mailed within 10 days.

A The Risk Index for this facility, based upan the answers provided is
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Preliminary Security Vulnerability Assessment Report
512412003
A, The Risk Index for this facility, based upon the answers pravided is:
Tier 2 facility fue sk level for ori
Timeframe | Timeframe | Timeframe Timeframe
Tier 1 Tier 2 Tier 3 Tier 4
Camplete vulnerability assessment 12-31-02 6-30-03 12-31-03 12-31-03
Implement security enhancements 12-31-03 B-30-04 12-31-04 12-31-04
werification by third party 3-31-04 9-30-04 3-31-08 Mot Reguired
B. The Vulnerability Index, based upan the answers provided indicates this facility wauld be
considered a:
Medium risk facility 2
Done
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Tier 1 High Score 13-16
Tier 2 Medium Score 9-12
Tier 3 Low Score 5-8
Tier 4 Slight Score 0-4




Security
Vulnerability Assessment

Final Report

ay 23, 3003
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Establishing the Right Price

The price the member pays is determined when the registration
is made by answering the membership questions. Example

shown:
Price Holds Current Membership with:
$87.50 State Assoc. AND ARA,CLA or TFI
$162.50 State Assoc. OR ARA,CLA or TFI
$312.50 Not a member of any of the above




Risk Index
* Slight 1%
* Low 36%
* Medium 61%
* High 2%
Helps in site

prioritization,products
handled,location & people
in area

Statistics

Vulnerability Index
* Low 71%
* Medium 29%
* High 0%

Identifies and quantifies
security vulnerabilities

Inventory Percentages

» Ammonium Nitrate

* Anhydrous Ammonia

* Aqua Ammonia

* Urea

* Diesel Fuel

* Gasoline

« Nitric Acid

* Propane

* Inhalation Hazard Pesticides
* Class 1 Poisons

* Class 1-9 Hazardous Materials

37%
48%
10%
63%
65%
60%

1%
51%
38%
80%
91%




